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4 RMF metrics for crypto cards 
 
RMF Monitor I collects information about crypto cards usage in the subtype 2 of the SMF 70 record. 
This information is collected by default.1  
 
Separate sections of the record provide information about crypto cards configured as: 

 Cryptographic coprocessors, 
 Cryptographic PKCS11 coprocessors, 
 Cryptographic accelerators. 

 
In addition, a section containing measurement data of selected Integrated Cryptographic Service 
Facility (ICSF) activities is provided. 
 
Data for cryptographic coprocessors and accelerators reflects the total activity in the CEC2 while the 
data for ICSF services reflects the activity of the partition collecting this data. 
So, if you don’t collect data from all the LPARs in the CEC, it may happen that you find that crypto 
cards are used but, apparently, no ICSF service has been executed.3   
 
4.1  Cryptographic coprocessors 
 
Most of the customers use crypto cards configured as coprocessors. 
 
Relevant metrics are: 

 R7023AX, crypto processor index; 
 R7023CT, crypto processor type (e.g. CEX6C); 
 R7023SF, scaling factor; execution times must be multiplied by this scaling factor to achieve 

a value in seconds; 
 R7023T0, execution time of all operations on the specified cryptographic coprocessor; 
 R7023C0, number of all operations on the specified cryptographic coprocessor; 
 R7023C1, number of all RSA-key-generation operations. 

 
Utilization of each coprocessor can be calculated by using the following formula: 
 

R7023T0 * R7023SF / interval 
 

                                                 
1 If you want to suppress gathering, you need to specify NOCRYPTO in the ERBRMFxx member of SYS1.PARMLIB. 
2 APAR OA54952 will provide this information also by LPAR. 
3 It normally indicates that the missing LPARs are the ones using the crypto cards. 
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In the next figures we will compare measurements of two customers using the same type of crypto 
cards (Crypto Express5S) but running different cryptographic services. 
 
The hourly utilization of the two coprocessor cards used by Customer 1 is very different because they 
serve different groups of systems while the hourly utilization of the five coprocessor cards used by 
Customer 2, serving the same systems, looks almost perfectly balanced. 
 

 
Figure 7 

 
 

 
Figure 8 
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The average execution time per operation can be calculated by using the following formula: 
 

R7023T0 * R7023SF / R7023C0 
 

Customer 1 is using the crypto cards for TDES encryption/decryption, MAC generation/verification 
of shared keys and PIN translation/verification while Customer 2 is using the crypto cards for RSA 
signature generation/verification only. 
 

 
Figure 9 

 
 

 
Figure 10 
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As you can see the average execution time, in milliseconds, is not the same for the two cards of 
Customer 1 while it is almost the same for the 5 cards of Customer 2. 
You can also note that the average execution time of Customer 2 operations is much longer than 
Customer 1.4 

 
4.2 Cryptographic PKCS11 coprocessors 
 
Relevant metrics are: 

 R7025AX, crypto processor index; 
 R7025CT, crypto processor type (e.g. CEX6P); 
 R7025SF, scaling factor, execution times must be multiplied by this scaling factor to achieve 

a value in seconds; 
 R7025SAT, aggregate execution time of operations by slow asymmetric-key functions; 
 R7025SAC, number of operations by slow asymmetric-key functions; 
 R7025FAT, aggregate execution time of operations by fast asymmetric-key functions; 
 R7025FAC, number of operations by fast asymmetric-key functions; 
 R7025SPT, aggregate execution time of operations by symmetric-key functions that return 

partial or incremental results; 
 R7025SPC, number of operations by symmetric-key functions that return partial or 

incremental results; 
 R7025SCT, aggregate execution time of operations by symmetric-key functions that return a 

complete or final result; 
 R7025SCC, number of operations by symmetric-key functions that return a complete or final 

result; 
 R7025AGT, aggregate execution time of operations by asymmetric-key generation function; 
 R7025AGC, number of operations by asymmetric-key generation function. 

 
Utilization of each coprocessor can be calculated by using the following formula: 
 

 (R7025SAT+R7025FAT+R7025SPT+R7025SCT+R7025AGT)*R7025SF/interval 
 
Average execution time per operation can be calculated by using the following formula: 
 

(R7025SAT+R7025FAT+R7025SPT+R7025SCT+R7025AGT) 
                    -------------------------------------------------------------------------------------- * R7025SF 

(R7025SAC+R7025FAC+R7025SPC+R7025SCC+R7025AGC) 
 
The contribution to the total utilization and the average execution time of each operation type can be 
easily calculated by using the appropriate metrics and similar formulas. 
 
4.3 Cryptographic accelerator 
 
Relevant metrics are5: 
 

 R7024AX, crypto processor index; 

                                                 
4 Because of the greater complexity of RSA operations. 
5 Available algorithms, for public key operations used with SSL or TLS, are: modular exponentiation (ME) and Chinese 
Remainder Theorem (CRT) with 1024, 2048, and 4096 bit key lengths. 
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 R7024CT, crypto processor type (e.g. CEX6A); 
 R7024EN, number of engines on the crypto accelerator card; 
 R7024SF, scaling factor; execution times must be multiplied by this scaling factor to achieve 

a value in seconds; 
 R7021MET, execution time for all operations in 1024-bit-ME format; 
 R7021MEC, number of all operations in 1024-bit-ME format; 
 R7022MET, execution time for all operations in 2048-bit-ME format; 
 R7022MEC, number of all operations in 2048-bit-ME format; 
 R7021CRT, execution time for all operations in 1024-bit-CRT format; 
 R7021CRC, number of all operations in 1024-bit-CRT format; 
 R7022CRT, execution time for all operations in 2048-bit-CRT format; 
 R7022CRC, number of all operations in 2048-bit-CRT format; 
 R7023MET, execution time for all operations in 4096-bit ME-format; 
 R7023MEC, number of all operations in 4096-bit ME-format; 
 R7023CRT, execution time for all operations in 4096-bit CRT-format; 
 R7023CRC, number of all operations in 4096-bit CRT-format. 

 
Utilization of each coprocessor can be calculated by using the following formula6: 
 
sum(R7021MET)+sum(R7022MET)+sum(R7021CRT)+sum(R7022CRT)+R7023MET+R7023CRT 
--------------------------------------------------------------------------------------------------------------------- * R7024SF 

interval*R7024EN 
 
Average execution time per operation can be calculated by using the following formula: 
 
sum(R7021MET)+sum(R7022MET)+sum(R7021CRT)+sum(R7022CRT)+R7023MET+R7023CRT 
--------------------------------------------------------------------------------------------------------------------- * R7024SF 
sum(R7021MEC)+sum(R7022MEC)+sum(R7021CRC)+sum(R7022CRC)+R7023MET+R7023CR 
 
 

 
Figure 11 

 

                                                 
6 Execution times across multiple engines must be summed for 1024 and 2048 key operations.  
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In the example in Figure 117, customer uses two Crypto Express5S card (aka CEX5S): one has been 
configured as coprocessor (CEX5C type), the other as accelerator (CEX5A type).  
As you can see, both of them are practically not used. 
 
4.4 ICSF services  
 
The Crypto Hardware Activity report provides performance measurements about the following ICSF 
activities: 

 Enciphering and deciphering data by using single and triple Data Encryption Standard (DES) 
and the Advanced Encryption Standard (AES); they are symmetric key algorithms where both 
parties use a shared secret key; 

 Generating and verifying message authentication codes (MAC) calculated from the message 
according to a secret shared DES key or AES key and sent to the receiver together with the 
message; the receiver can recalculate the MAC and compare it with the MAC received; if the 
MAC values are identical, the message has not been altered during transmission; 

 Using Secure Hash Algorithms (SHA); they are mathematical algorithm that maps data of 
arbitrary size to a bit string of a fixed size (a hash value known as a message digest) and they 
are designed to be a one-way function, infeasible to invert; the hash is calculated from the 
transmission data according to a public key or function in cases where it is impossible to share 
a secret key; if the recalculated hash is identical to the one calculated before transmission, 
data integrity is ensured; 

 Translating and verifying Personal Identification Numbers (PIN); the personal identification 
number (PIN) is the basis for verifying the identity of a customer across the financial industry 
networks; 

 Digital signature generation and verification; a digital signature is created using the data to be 
signed and a private key, either using the ECC (Elliptic Curve Cryptography) or the RSA 
(Rivest, Shamir, Adleman) asymmetric algorithm; the digitally signed data is sent to the 
receiver; the receiver can verify that the signature is valid, using the signer's public key; 

 Format preserving encryption (FPE) to encipher, decipher, and translate data while preserving 
their original formatting (e.g. encrypting a 16-digit credit card number so that the ciphertext 
is another 16-digit number). 
 

In the next figures you can see the operation rate hourly profile of the ICSF services served by the 
crypto cards of Customer 1 and Customer 2. 
 

                                                 
7 The CEC serial number has been hidden for privacy reasons. 



EPV Technologies    

Measuring Crypto Activities Performance in z/OS 7

 
Figure 12 

 
 

 
Figure 13 

 
The table below8 shows the ICSF services supported by RMF and, for each of them, the SMF metrics 
to use in order to calculate the average number of operations per second (RATE) and the average 
number of bytes processed in each service request (SIZE), where available.   
 

                                                 
8 From the EPV for z/OS help system. 
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Figure 14 

 
 

Other SMF metrics useful to analyze cryptographic activity on System z will be discussed in the 
third part of this paper 

FIELD DESCRIPTION RATE SIZE

ENC‐SDES Single DES data encryption. R702SNEC/INTERVAL R702SNEB/R702SNEC

ENC‐TDES Triple DES data encryption. R702TNEC/INTERVAL R702TNEB/R702TNEC

ENC‐AES Advanced Encryption Standard data encryption. R702AESC/INTERVAL R702AESB/R702AESC

DEC‐SDES Single DES data decryption. R702SNDC/INTERVAL R702SNDB/R702SNDC

DEC‐TDES Triple DES data decryption. R702TNDC/INTERVAL R702TNDB/R702TNDC

DEC‐AES Advanced Encryption Standard data decryption. R702ASDC/INTERVAL R702ASDB/R702ASDC

SHA‐1
Data integrity verification using SHA‐1 (Secure Hash Algorithm); SHA‐1 

uses a digest of 160 bytes.
R702NHAC/INTERVAL R702NHAB/R702NHAC

SHA‐256

Data integrity verification using SHA‐224 or SHA‐256 (Secure Hash 

Algorithm); SHA‐224 uses a digest of 224 bytes; SHA‐256 uses a digest of 

256 bytes.

R702NH2C/INTERVAL R702NH2B/R702NH2C

SHA‐512

Data integrity verification using SHA‐384 or SHA‐512 (Secure Hash 

Algorithm); SHA‐384 uses a digest of 384 bytes; SHA‐512 uses a digest of 

512 bytes.

R702NH5C/INTERVAL R702NH5B/R702NH5C

PIN‐TRN PIN (Personal Identification Number) translation. R702NPTC/INTERVAL n/a

PIN‐VER PIN (Personal Identification Number) verification. R702NPVC/INTERVAL n/a

MAC‐GEN
Generation of message authentication codes (MAC) using a shared DES 

key.
R702NMGC/INTERVAL R702NMGB/R702NMGC

MAC‐VER
Verification of message authentication codes (MAC) using a shared DES 

key.
R702NMVC/INTERVAL R702NMVB/R702NMVC

AES‐MAC‐GEN
Generation of message authentication codes (MAC) using a shared AES 

key.
R702AMGC/INTERVAL R702AMGB/R702AMGC

AES‐MAC‐VER
Verification of message authentication codes (MAC) using a shared AES 

key.
R702AMVC/INTERVAL R702AMVB/R702AMVC

RSA‐DSIG‐GEN
Generation of digital signatures using the RSA (Rivest, Shamir, Adleman) 

asymmetric algorithm based on private‐public keys.
R702DRGC/INTERVAL n/a

RSA‐DSIG‐VER
Verification of digital signatures using the RSA (Rivest, Shamir, Adleman) 

asymmetric algorithm based on private‐public keys.
R702DRVC/INTERVAL n/a

ECC‐DSIG‐GEN
Generation of digital signatures using the ECC (Elliptic Curve 

Cryptography) algorithm.
R702DEGC/INTERVAL n/a

ECC‐DSIG‐VER
Verification of digital signatures using the ECC (Elliptic Curve 

Cryptography) algorithm.
R702DEVC/INTERVAL n/a

ENC‐FPE Encryption using the FPE (Format Preserving Encryption) algorithm. R702FPEC/INTERVAL R702FPEB/R702FPEC

DEC‐FPE Decryption using the FPE (Format Preserving Encryption) algorithm. R702FPDC/INTERVAL R702FPDB/R702FPDC

TRN‐FPE Translation using the FPE (Format Preserving Encryption) algorithm. R702FPTC/INTERVAL R702FPTB/R702FPTC


